uma /. lNpaBoBoe
eHune 6e30nacHoOCTH

MCMOJIb30BaHMUS
MH(POPMaLIMOHHOM

MHPPACTPYKTYPHI

ATH, AOH, npod.
CtpenbLoB AHaTo/IMM AneKcaHapoBmY

MHCTUTYTA Npo6iemM MHDOPMaLMOHHOM 6Ee30MacHOCTH
MI'Y um. M.B./loMmoHOCOBa




OCHOBHble BOMpPOCHI

¢ 1. HaumMoHanbHaa MHPOPMaUMOHHAA MHPPACTPYKTYpa

® 2. Yrposbl 6€30nacHOCTM (PYHKLMOHMPOBAHUA U
MCMOJIb30BaHMSA HaLUMOHaIbHOM MH(OPMALMOHHOM

MHMPACTPYKTYPHhI

e 3. [paBoBble cpeacTBa obecneyeHna 6e30MacHOCTH
HaLMOHaIbHOW MHMOPMALIMOHHOM MH(PACTPYKTYPbI




1. HaumoHasnbHaa MHpopmMaLMOHHaA
MHPpPACTPYKTYypa

MHbopMaUMOHHaA MHPPACTPYKTypa — CUCTEMA TEXHUYECKUX
CpeAcCTB 1 OpraHM3alMOHHbIX CTPYKTYP, 00ecneymBatoLLmx
BO3MOXXHOCTb BbINOJIHEHUA 3a4a4 06pabOTKM U Nnepesayn
MHMOpMaLUmn

TEexXHMYECKY 0CHOBY MH(MDOPMALIMOHHOW MHMDPACTPYKTYPbI
06LLecTBa COCTABNSAET COBOKYMNHOCTb CETEM CBA3M, A TAKKE
CpeAcCTB CO3JaHMA, XpaHEHMA U 0O0pabOTKU MHDOPpMaLMK,
06beAMHEHHbBIX B KOMMNbIOTEPHbIE 1 KOMMYHUKALMOHHBbIE CETHU.




CocTaBasawowme UHPOpMaLMo
MHPPACTPYKTYPb

CEeTM CBA3M,

cpeAcTBa AOCTYNa K UHPOPMALMOHHBIM CUCTEMAM,
CeTAM CBAI3U U ycayram cetm MHTepHeT No MOUCKY,
00paboTKe, XpaHEHUIO U NPEeACTaB/IEHMIO
MHMOPMaLUM NOTPEOUTENAM;

MH(POPMALMOHHbIE CUCTEMDI;

OpraHu3aLuu, 3aHMMAaloLMECS CO3AAHUEM U
Pa3BUTMEM M SKCNJlyaTauMeN ceTen CBA3M, CPeACTB
JA0CTYNna U MHPOPMALIMOHHBIX CUCTEM.




EAMHaA ceTb 31EeKTPOCBA3U
Poccun

EC3 cocTOMT 13 pacnonoXKeHHbix Ha Tepputopumn PO
ceTen INEKTPOCBA3U CaeyoLMX KaTeropmum:

CeTb CBA3M 06LLEro NnoJib30BaHUS;
BblaeJIeHHble CEeTU CBA3M;

TEXHOJIOrMYECKME CETU CBA3M, NPUCOEANHEHHBIE K CETU
CBA3M O6LLEro NnoJib30BaHMUS;

CEeTU CBA3M CMNELMAIbHOrO Ha3HAYEHUA U Jpyrue ceTu
CBSI3W A8 nepeaadu MHdopmaLmm Npy NOMOLLM
3/IEeKTPOMArHUTHbIX CUCTEM

126-93 «O cBA3N»




CeTb CBA3U 00LWEro rnosib3oBaH

e CeTb CBA3M 06LLEro nosib30BaHMUA NpeaHasHadYeHa Ans
BO3ME3/JHOIr0 OKa3aHUsA YC/Yr 3/1IEKTPOCBA3N IH060MY
NoJ1Ib30BaTE/Il0 YCAYramu CBA3U Ha Tepputopmn PO u
BK/IIOYAET B CEBA CETU IIEKTPOCBSA3M, Onpefesiiemble
reorpamyecku B npegenax ob6c/y>KMBAaeMon TePPUTOPUN U
pecypca Hymepaumn 1 HeonpeaensemMble reorpadmyecku B
npejenax reppmuropmm PO U pecypca HyMepaLuu, a Takxe
CETU CBA3U, onpeaensiemble no TEXHOJIOrMKU peannsaumm
OKa3aHMuA YCAyr CBA3N.

CeTb CBA3M 06LEro Nosb3oBaHMA NpeACTaBAAET CO60M
KOMMJIEKC B3aMMOJEUCTBYIOLMX CETEN DNEKTPOCBA3U, B TOM
Yyucne CeTM CBA3U ANA TPAHCAAUUM TeNleKaHaNoB U (UN)
pPaJnOKaHa/IoB




BblaeneHHble ceTn CBA3U

¢ BbiaesieHHbIMU CETAMM CBA3U ABJIAIOTCA CETU
3/IEKTPOCBA3U, NpeaHa3HavYeHHble 419 BO3MEe34HOro
OKa3aHMA YCYyr 3/IEKTPOCBA3U OrpaHUYEHHOMY Kpyry
NoJib30BaTe/IEN MM IpynnamM TakKMX MOJib30BaTeIEN.
BbliaeneHHble CeTH CBA3U MOTYT B3aMMOJENCTBOBATD
MEXAy COb0on. BblaeneHHble CeTU CBA3U HE MMEIOT
NpUcoeauHEHUS K CEeTU CBA3U 00OLLLEr0 NOJIb30BaHMA, a
TaKXe K CeTAM CBA3M 06Wero nosib30BaHUS
MHOCTPAHHbIX rOCyapCTB.




TexHonornyeckme cetm CBA3u

e TexHo/i02U4YecKue cemu C8A3U NpejHa3Ha4YeHbl AN
obecnevyeHnsa NPou3BoOACTBEHHOMN AeSTe/IbHOCTU
OpraHu3aumim, YrnpaB/IEHMA TEXHOJIOrMYECKMMMU
npoLeccamm B NPOM3BO/CTBE.

® TexHolormmn m cpeaciBa CBA3N, NMpUMMEHAEMDBIE ONA
Co034aHNA TEXHOJI0O MHECKUX ceTeun CBA3N, a TaKXKe
NPUHLUHATIbI UX MOCTPOEHUA YCTAaHABJ/IMBAOTCA
COOGCTBEHHUKAMU MM MHBIMU BRaAe/IbLLaMU 3TUX ceTen.




CeTu cBA3U cneunasbHOro
Ha3HAa4YeHUS

e CeTU CBA3M CcneymanbHOro Ha3Ha4YeHMA npeaHasHayeHsbl
ANS HYX/J OpraHoB rocy/lapCTBEHHOM BAacTU, 060POHBI
CTpaHbl, 6e30NacHOCTM rocyaapcTBa M obecneyeHus
npaBonopsaAKa. T CETU He MOryT MCMNO/1b30BaTbCA AN
BO3ME3/HOro OKasaHMA YCAyr CBA3U, €CJ/IM MHOE He

NpeayCMOTPEHO 3aKOHOAaTeNbCTBOM Poccumckom
bepepaymu.




CeTb UIHTepHeT

e CeTb MHTEpHeT MOXeT paccMaTpMBaTbCA KaK
MHOr0acrneKTHaa CMCTEMA, BKAOYAOLWAS HECKO/IbKO YPOBHEN
KOMMYHUWKaLMOHHOM MHPACTPYKTYpPbl: HALMOHA/IbHbIX U
MEXHAaLMOHa/IbHbIM; MEXPErmoHasibHbIM 1
MEKKOHTMHEHTA/IbHbIM, KaXKAbIM M3 KOTOPbIX (PYHKLMOHMPYET
Ha OCHOBE YHU(MPULIMPOBAHHbIX MPOTOKOJIOB B3aMMOAENCTBMS
YCTPOMUCTB CETU MHTEPHET M B €IMHOM a/IpECHOM
NMPOCTPAHCTBE AaHHOM CETM.

MHTEepHET ABNAeTcsS 06beAMHEHMEM Ha eMHbIX NpaBuaax
MHOXECTBa KOMMYHUKALMOHHBIX CETEU, NOALEPHKMBAEMbIX
MHAMBUYaIbHbIMK NpoBaMaepamu. Pa3Butue ceten
NpoBaMJepoB AB/IAETCA HEOOXOAMMbIM 3TAarnomM CTaHOBJIEHMUS
Noboro cermeHTa rnobanbHoro MHTepHera.




YnpaBieHue U UCNosIb30BaHUE
ceTu UHTepHeT

[poBanaepbl:
KOMMYHMKALMOHHBIX CETEW;
y3JI0B MEXKCETEBOr0 OOMEHA;
OMOPHbIX CEeTEU

HaLMOHa/IbHbIX, PEruoHa/ibHbIX M KOPNOpaTUBHbIX Y3/10B
JocTyna

MH(POPMALIMOHHBIX U KOMMYHMKALMOHHbBIX YCYyr




O6bEKTbl KPUTUYECKON MHPOPMALIMOHHO
MHPPACTPYKTYPb

Kputnyeckaa MHPopMaLuMoHHAA MHPPACTPYKTYpa -
06bEKTbI KPUTMYECKOM MHPOPMALIMOHHOM
MHMPACTPYKTYPbl, a TaKXe CeTU IJIEKTPOCBA3MN,
MCNONb3yEMbIE A1 OpraHuM3aLmmM B3aMMOAENCTBMSA TaKUX
OOBEKTOB;

O6BbEKTbI KPUTUYECKOM MHDOPMALIMOHHOM
MHPACTPYKTYPbI - UHPOPMALMOHHbBIE CUCTEMBI,
MHMOPMALIMOHHO-TE/IEKOMMYHMKALIMOHHbIE CETH,
aBTOMATM3MPOBAHHbIE CUCTEMbI YNPABJ/IEHMA CYObHEKTOB
KPUTMYECKOU MH(POPMALIMOHHON MHPACTPYKTYpbI;




Cy6beKTbl KU

® rOoCyAapCTBEHHbIE OpraHbl, FOCYJAPCTBEHHbIE YUYPEXKAEHHUA,

® DOCCUUCKUE HOPUAMYECKME ML U (MIN) UHAMBUAYAJIbHBIE
npeanpuHUMaTenm, KOTOpbIM Ha rNpaBe COOCTBEHHOCTMH,
apeHabl U1 Ha MHOM 3aKOHHOM OCHOBaHWKM NpUHagiexat
MH(POPMALMOHHbIE CUCTEMbI, MHPOPMALIMOHHO-
T€/IEKOMMYHUKALUUOHHbIE CEeTU, aBTOMATM3UPOBAHHbIE
CUCTEMbI YNpaBJIEHUA, UCMNOIb3yEMblE B HAMOOJ1ee BaXKHbIX
COCTaBAAKLWMX MHPPACTPYKTYPbI 06LEeCTBa

POCCHMMUCKME IOPUAMYECKME ML U (MN) MHAUBUAYAJIbHbIE
npeAnpuvHUMaTE/IM, KOTOpble 06eCcneYmBaloT B3aMMOAENCTBUE
YKa3aHHbIX CUCTEM MJIU CETEN.




2. Yrpo3bl 6e30nacHOCTH

® KOMMbKTEPHAA aTaKa - Le/ieHanpaB/IEHHOE BO3ENCTBME
MPOrpaMMHbIX U (M) NPOrpamMMHO-annapaTHbIX CpeACTB Ha OO BbEKTDI
KpUTMYECKOM MHDOPMALIMOHHON MHMDPACTPYKTYpPbl, CETU
3/IEKTPOCBA3M, UCMNOJIb3yEMbIE AJ19 OpraHu3aLmm B3aMMoOAENCTBMA
TaKMX 0OBEKTOB, B LieNAX HapyLeHUA U (MK) NpeKpaleHna ux
(PYHKUMOHMPOBAHUA U (MK) CO34aHUA YIPO3bl 6€30NaCHOCTH
06pabaTbiBAEMOM TaKUMM 06 bEKTaMM MHOPMALIMK;

KOMMbIOTEPHbIM MHUMAEHT - DaKT HapyLEHUA U (UNIM) NpEKpaLLEHMA
(PYHKLMOHMPOBAHUA 06 bEKTA KPUTUYECKOU MH(POPMALIMOHHOM
MHPACTPYKTYPbl, CETU INIEKTPOCBA3U, MCMOJIb3YEMOU A/1A
OpraHu3aLun B3aMMOAENCTBUA TaKMX 06 bEKTOB, M (MN) HapyLUEHUS
6e30MacHOCTU 06pabaTbiBAEMOM TaKUM 06 bEKTOM MHGOpMaLMK, B

TOM YMC/ie NpoU3oLLIe LM B pe3y/ibTaTe KOMMbIOTEPHOM aTaKu;




3. [lpaBoBble cpeacTBa
obecne4dyeHns 6e3onacHOCTHU U

lOpuanyeckue o6a3biBaHMA B 061aCTM 6€30MacHOCTH
ceTen CBA3M:

JIMLEH3UPOBAHUE JeATENbHOCTH IOPUANYECKUX UL U
MHAUBUAYA/IbHBIX NpeAnpUHUMATENEN NO BO3ME3JHOMY
OKa3aHMI0 YCAYr CBA3U

o6s3aTe/IbHOE MOATBEPKAEHME COOTBETCTBMUS
YCTaHOBJ/IEHHbIM TPEOBOBAHMAM CPeACTB CBSA3U AS
obecneyeHua LeNoCTHOCTU, YCTOMUYMBOCTH
DYHKLMOHUPOBAHUA M 6€30NacHOCTU €IMHOMN CETU
3neKkTpocBA3n Poccnmnckon depepaumm




TanHa cBAa3U

e Ha tepputopmm Poccumckom deaepaumm rapaHTMpyeTcs
TamMHa nepenmcku, TenedoHHbIX NEPEroBopoB, NMoYTOBbIX
OTNpaBAEHUN, TenerpadHbIX U MHbIX COOBLLEHUN,
nepe/laBaeMblIX Mo CETSAM 3JIEKTPOCBA3U M CETAM
MOYTOBOM CBSI3M.




[lpaBOBblE CpeaCcTBa
obecnedyeHns 6e3onacHOCTU K

[03BOJIEHMA Yy4aCTMA B NPOTMBOAEMNCTBUM Yrpo3aM
6€e30MacHOCTU HEKOTOPbIM DUINYECKUM M IOPUANYECKUM
NNLAM

tOpuanyeckme 06a3bIBaHUA UL, YHACTBYIOLLMX B
CUCTEME MPOTUBOJENCTBUSA YrPO3am

3anpeTbl 3/I0HAMEPEHHOI0 U BpaXaebHoro
ncnonb3oBaHua MKT npotme o6vekToB KUN
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[IpMHUMNBLI 06ecrneYyeHuns
oe3onacHoct OKNHA

3aKOHHOCTb;

HEeNnpepbIBHOCTb M KOMMIEKCHOCTb 06ecnevyeHus
6e30MacHOCTM KpUTUYECKOM MH(DOPMALIMOHHOM
MHMPACTPYKTYPbl, AOCTUrAEMbIE B TOM YMCJIE 3a CYET
B3aMMOJEMNCTBMS YNOJTHOMOYEHHbIX deaepanbHbIX
OpraHoOB MCMOJIHUTENIbHOU BJIACTU M CYOHEKTOB
KPUTMYECKOU MH(POPMALIMOHHON MHDPACTPYKTYPbI;

NMPUOPUTET NPEAOTBPALLEHUA KOMMbIOTEPHbIX aTaK.




[TlonHoOMou4MnA lpe3nageHTa
Poccumnckon depepaumm

Onpepenser:
OCHOBHblEe HanpaBAEHUA FOCyAapCTBEHHOU NOJIMTUKM;

cdbesepasibHbIM OpraH UCMOJIHUTENIbHOM BNACTU, YNOJHOMOYEHHbIN B
o61acTn obecneyeHus 6e30nacHOCTU KpUTUYECKOM MHPOPMALMOHHOM
MHpacTpyKTYpbl Poccurckon deaepaumm;

cbesiepasibHbIM OpraH UCNOJIHUTENIbHOM BNACTU, YNOJHOMOYEHHbIU B
ob6nacTn obecneyeHusa pyHKLUMOHMPoBAHUA rocygapcTBeHHoW COMKA;

NOpAZIOK CO3JaHUA U 3a[a4M FOCY1apCTBEHHON CUCTEMbI
OBHapy:XeHus, npeaynpexaeHusa U IMKBMAAUMK NOCeACTBUN
KOMMbIOTEPHbIX aTaK Ha MH(OPMaLMOHHbIE pecypcbl PoccrinMcKom
depepaumu.




[paBMTENbCTBO POCCHMMCKOM
bepepauymm

YcTaHaB/IMBaeT:

NoKasaTe/In KpMTEPMEB 3HAYMMOCTU 06 BEKTOB KPUTUYECKOM
MHDOPMALIMOHHOM MHMDPACTPYKTYPbl M MX 3HAYEHMS, A TaKKeE
NnopAA0K M CPOKM OCYLLECTBIEHMS MUX KaTEropupoBaHUS;

NopAZI0OK OCYLECTB/IEHMS roCyJapCTBEHHONO KOHTPOJ1A B
ob1acTM obecnedyeHMa 6e30nNacHOCTU 3HAYMMbIX 0O BEKTOB
KPUTMYECKOU MH(POPMALIMOHHON MHDPACTPYKTYPbI;

Nops/I0K NOArOTOBKMU U MCMOJIb30BaHUSA peCcypcoB eAMHOMN CETH
3/1eKTpocBA3n Poccumnckon ®epepaumm ana obecnevyeHms
(PYHKLMOHMPOBAHMA 3HAYUMbIX 06 BEKTOB KPUTUYECKOM
MHMOPMaLMOHHOM MHMDPACTPYKTYPbI.




®0O, yno/IHOMOYEHHbIM B 06/1a
6e3onacHoctu KUU

yTBEPKJAEeT NOPAA0OK BeAEHUSA peecTpa 3HAa4YMMbIX 06 BHEKTOB
KpUTMYECKOM MH(DOPMALIMOHHOW MHPACTPYKTYpPbl M BEAET AAHHbIM
peecTp;

yTBepKJaeT hopMy HanpaBieHMs CBEAEHWUIN O pe3y/ibTaTax
NMPUCBOEHMA 0O6BEKTY KPUTUYECKOM MH(POPMALMOHHOM
MHPPACTPYKTYPbl OJHOM M3 KAaTErOPMIM 3HAYMMOCTHU

yCTaHaB/MBaET TpeboBaHMA Mo obecrnevyeHmo 6e30nacHOCTH
3HAaYMMbIX 06 BEKTOB KPUTHMYECKON MHDOPMALIMOHHOM
MHMDPACTPYKTYPbI, a TaKKe TpeboBaHUSA K CO34aHUI0 CUCTEM
6e30MacHOCTU TaKMX OOBEKTOB U 06ECNEYEHMIO NX
dYHKLUMOHUPOBAHMA

OCYLLLECTB/IAET roCYAapCTBEHHbIM KOHTPOJIb




®O, yno/IHOMOYEHHbIN B 06/1aCTH
dyHKunoHuposaHma COIMNKA

CO3/JaeT HalMOHaJIbHbIM KOOPAMHALMOHHBIM LEHTP MO
KOMMbIOTEPHBIM MHLUMAEHTAM

KOOPAUHUPYET AEATE/IbHOCTb CYGbEKTOB KPUTMUYECKOM
MH(pOPMALIMOHHON MHDPACTPYKTYPHI

OpraHu3yeT U NPoBOAMUT OLLEHKY 6E30MacHOCTH
KPUTUYECKOM MH(DOPMALIMOHHOM MH(PACTPYKTYPb

yTBEpXKAaeT NoOpAAOK UH(POPMUPOBAHUA (bellepaibHOro
opraHa MCMoJIHUTENIbHOM BNACTUO KOMMbIOTEPHbIX
MHUMAEHTAX, pearMpoBaHMA Ha HUX, MPUHATHUA Mep NO
IMKBUJALMM NOCNEACTBMM KOMMbIOTEPHbIX aTaK




MNbl OOHAPYKEHUA, NpeaynpeXaeHus
JIMKBMAALMM NMOCNEACTBMA KOMMbIOTEPHbI
aTak

noapasaeneHna 1 AoNXKHOCTHbIE iMua pegepanbHOro
opraHa UCMNOJIHUTENbHOM BAACTM, YNOJIHOMOYEHHOTO B
061acTn obecnevyeHnsa PyHKLUMOHMPOBAHMA
rocy/1lapCTBEHHOM CUCTEMbI

opraHu3aumsa ans obecneyeHus KoopamMHaLum
NEeATEe/IbHOCTM CYOBEKTOB KPUTMUYECKOM
MH(OPMALIMOHHOM MHDPACTPYKTYPHI

noZpasaeneHus U AoI)KHOCTHbIE JiMLA CYObEKTOB
KPUTMYECKOU MH(POPMALIMOHHON MHPACTPYKTYPbI,




Cy6beKTbl KpUTUHECKOM MHDOPMALMOHHO
MHMPACTPYKTYpPbl MUMEIOT MpPaBo:

noay4yaTtb MHpOPpMaLMIO, HEOOXOAMMYIO AnA obecneyeHus
6€30MacHOCTM NpUHaANEXKaLLUMX MM 3HaYMMbIX OKNIA

noay4vyatb MHPOPMaLUIO O CpeACcTBaX U Crocobax NpoBeAeHMS
KOMMNbIOTEPHbIX aTaK, a TakKe 0 MeTodax UX npeaynpexxaeHus
M OOHapYKeHUS;

3a CBOM CYET npmMobpeTaTb, apeHA0BaTb, YCTAHAB/IMBATb M
06CNy}KMBaTb CpeACcTBa, NpeAHa3HayYeHHble ANS
O6HapyKeHusa, npeaynpexXaeHua 1 IMKBMaaLmMm nocaeacTBmm
KOMIMbIOTEPHbIX aTaK

paspabaTtbiBaTb M OCYLLECTBNAATb MEPONPUATHSA MO
obecnevyeHmo 6e30nacHOCTM 3HAYMMOro o6beKTa

KPUTUYECKON MH(POPMALIMOHHOW MH(PACTPYKTYPI.




Cy6beKTbl KpUTUHECKOM MHDOPMALMOHHO
MHMPACTPYKTYPbl 06A3aHbI:

He3amMea/IMTeNbHO MH(POPMUPOBATb O KOMIMbIOTEPHbIX
MHUMAEHTAX dbegepanbHblM OpraH MCNOJHUTEIbHOM
BJIACTM, YNOJIHOMOYEHHbIM B 06/1aCTM 06EeCneYeHMS
DYHKLUMOHUPOBaHMA rocy4apCTBEHHOM

OKasblBaTb COAENCTBUE B OBHAPYKEHMM,
npeaynpeXaeHnn 1 MMKBUZaLUKM NocaeaCcTBUN
KOMMbIOTEPHbIX aTaK, YCTAHOBJIEHMW NMPUYUH MU YCIOBUM
BO3HWMKHOBEHMS KOMMbIOTEPHbIX MHLMAEHTOB;

obecneymBaTb BbIMNOJIHEHME MOPAAKA, TEXHUYECKMX
YCJIOBUM YCTAHOBKM M 3KcnayaTtaumm cpeacts COMKA, mx
COXPaHHOCTb.




KateropupoBaHMe 06BbEKTOB K

KateropupoBaHue *(nepBas, BTOpas, TPETbA KaTeropus)
OCYLLEeCTB/IAETCA UCXO4A U3:

COLMaNIbHOM 3HAYMMOCTHU, BblParkaloLLEMCA B OLLEHKE BO3MOXKHOIMO
yLiep6a,

NOJIMTUYECKOM 3HAa4YUMOCTMHU,;
3KOHOMMYECKOM 3HAa4YUMOCTMU,
3K0J1I0rMYECKOM 3HAa4YUMOCTMU,

3HauYumMocT OKMUN ana obecneyeHMsa 060POHbI CTPaHbl,
6e30nacHOCTM rocygapcTBa M NpaBonopAaaKa.




PeecTtp 3HaumMmbix OKNA

¢ B Liensax yyeta 3HaYMMbIX OO BEKTOB KPUTMUYECKOM
MH(OPMALIMOHHON MHDPACTPYKTYpbI besepasibHbln
opraH UCMOJIHUTENbHOW BJIACTH, YNOJIHOMOYEHHbIN B
06.1acTU obecrneyeHna 6e30NacHOCTM KpUTUYECKOM
MHOPMALMOHHON MHMDPACTPYKTYpPbl PoccumcKkom
bepepaumm, BegeT peecTp 3HaYMMbIX OOBEKTOB
KPUTUYECKOM MHOPMALMOHHON MHMPACTPYKTYpPbI B
YCTaHOBJ/IEHHOM MM MNOpAJKe.




Cuctema 6e3onacHoctn OKUU

e B yendax obecneyeHmss 6€30nacHOCTM 3HAYMMOro
06beKTa KpUTUYECKOM MHDOPMALIMOHHOM
MHPPACTPYKTYPbl CYOBEKT KPUTUYECKOM
MH(POPMALIMOHHON MHMDPACTPYKTYPbl B COOTBETCTBUM C
TpeboBaHMAMMU K CO34AHUI0 CUCTEM 6E30MNAaCHOCTU TaKMX
06BEKTOB M 0becneyeHuto MX PYHKLUMOHMPOBAHMA,
yTBEPKAEHHbIMM (heaepasibHbIM OpraHoOM
MCMOJIHNTENBHOM BNACTM, YNOJIHOMOYEHHbIM B 06/1aCTH
obecrnevyeHna 6e30MacHOCTM KPUTUYECKOM
MHOPMaLMOHHON MHMDPACTPYKTYpPbl Poccumckom
depepaumm, co3gaeT cCUCTEMY 6€30MacHOCTM TaKoro
06beKTa U obecneymBaeT ee MYHKLUMOHMPOBAHMKE.




Cucrtema obHapyXeHus aTaK

e [ocyJapCTBEHHaA CMCTEMA OBHAPYKEHMSA, NpeaynpexXaeHUa U
NUKBUAALMM NOCNIEACTBUN KOMMNbIOTEPHbIX aTaK Ha MH(pOPMALIMOHHbIE
pecypcbl Poccumckon Geaepaumm npeactaBaseT cobom eanHbIN
TEpPUTOPUAJIbHO pacrpeeNIeHHbIM KOMMIEKC, BKAOYAIOLWMMA CUbI U
cpeAcTBa, NpeAHa3HayYeHHble AN 06HApYKEHUA, NpeaynpeXaeHUs 1
NMKBUAALMM NOCNIEACTBUA KOMMNbIOTEPHbIX aTaK M pearMpoBaHMUs Ha
KOMMbIOTEPHbIE MHUMAEHTbI.

MHdopMaLmoHHble pecypcbl Poccrmnckon depepaumm -
MH(MOPMaLUOHHbIE CUCTEMbI, MH(POPMALMOHHO-
TE€/IEKOMMYHMKALIMOHHbIE CETU M aBTOMATU3UPOBAHHbIE CUCTEMBI
yrnpaBJ/ieHMA, HaxoadAwWwueca Ha TeppmTopumn Poccuickon Geaepaumm,
B AMMN/IOMaTUYECKMX NPEeACTAaBUTENLCTBAX M (M/IM) KOHCYIbCKUX

yupexaeHuax Poccumnckom Geaepauum.




BbiBOAbI

e 1. besonacHoCTb PYHKLMOHMPOBAHUA MH(POPMALIMOHHOM
MHMPACTPYKTYPbI ABNISETCA BaXKHbIM YCJ/IOBUEM
obecrneyeHua 6e30nacHOCTM MH(pOPMALIMOHHOMU
JEeATENIbHOCTM CYH6BEKTOB MH(DOPMALIMOHHOWU Cepbil,
peasn3aLum HaLMOoHa/IbHbIX MHTEPECOB B AAHHOMU cdepe

2. MNpaBoBoe o6ecnevyeHne MHHopMaLMOHHOM
6e30MacHOCTM MHDOPMALIMOHHOW MH(PPACTPYKTYPbI
HanpaB/IEHO Ha NPOTMBOAENCTBME Yrpo3am
6e30MacHOCTM CeTEeM CBA3M, HALIMOHA/IbHOrO CEerMeHTa
ceT MIHTepHeT, a TaKXe 06 beKTOB MHDPACTPYKTYpbI
ob6LecTBa U rocyaapcrBa, UCNOJb3YyHOLWMX

MHPOPMaLMOHHYIO MHDPACTPYKTYPY.




e Cnacuobo 3a BHUMaAHUE




